Retrieve a NFC issued User Certificate
for
TSP Data Submission WebApplication
User Authentication
(Netscape Navigator/Communicator)

1. Accessthe following URL from your Netscape Browser:

https://zycl.hap.nfc.usda.gov/cda-cgi/clientcgi.exe?action=start

The Entrust Web Connector page will appear

2. Click Web Browser Users (The Retrieving certificates for your Web browser frame

will appear)
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3. Click Retrieve a user certificate for your Web browser link.
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4. Enter the Reference Number and Authorization Codes you received and click the
Submit Request button.
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5. Select Key Length of 1024 (High Grade) then click the Submit Request button.
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6. Click OK to the following pop up screen.

- Generate A Private Key - Netscape

3. Generate A Private Key

Wwhen you click Ok, Mavigator will generate a Private Key for your Cerificate. This
may take a few minutes.

Important: If you interrupt this process, you will have to reapply for the
Certificate.

Mare Info... i Ok Cancel

If thisisyou first user certificate, Netscape will prompt you for a Communicator
Certificate DB password. This password protects your certificate from unauthorized use.
Y ou must remember this password as it is the only means of retrieving your user
certificate. The Security Officer applies a stringent set of rulesto each password to ensure
it is secure. The rules on password selection are:

* |t must have at |least eight characters.

* It must have at least one upper-case letter or digit.

* |t must have at |east one lower-case | etter.

* It must not contain many occurrences of the same character.

* |t must not be the same as the entity's profile name.

* It must not contain along sub-string of the entity's profile name.

Enter the password and click OK.
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Please enter the password or the pin for
Communicator Certificate DB,

] Cancel




8. The New User Certificate screen will be displayed. Click the Show Certificate
button to preview your user certificate. Click OK to both screens to continue.

#&- Hew User Certificate - Netscape

A3

3 New User Certificate

fou have received a new Cerificate. Mavigator will refer to this Certificate by the
name shown below. ¥ou can use the name provided or enter a new one.

Click OK to install the certificate into Mavigator or click Cancel to refuse your new
Certificate.

Certificate Mame:
Cheryl Galland's USDA - Mational Finance Center ID #2

Certificate for: Cheryl Galland ;
Signed by: LUSDA, - Mational Finance Center S Ciiee(s I

| i :1“1
More Info... i (]2 i Cancel i

Y our payroll office number should appear immediately following your name. If it does
not, please contact the person who issued you the Reference and A uthorization codes and
report the problem. If this occurs, click Cancel on the New User Certificate screen.

- View A Certificate - Netscape

This Certificate belongs to: This Certificate was issued by:
Cheryl Galland USDA - Mational Finance Center
12400001 Us
Diata Subrmission
TSR
Web-Clients
LISDA, - Mational Finance Center
S

Serial Number:

This Certificate is valid from Wed Jan 24, 2001 to Fri Jan 24, 2003

Certificate Fingerprint:

Ok |




7. Netscape will prompt you to Save your User Certificate. Click the Save As button.

- Save User Certificate - Netscape

3 8Save User Certificate

‘fou should make a copy of your new Certificate.

[f you lose your Certificate it cannot be recovered. Only you hold your Private
Key. Without it you will not be able to read any email that you received using that
Certificate.

To make a copy, click Save As and decide where you would like to save your

Certificate. If possible, you should save it on a floppy disk that you keep in a safe
location.

Save As. |
Continue |

8. Netscape will prompt you for the Communicator Certificate DB password. Thisis
the same password you entered in Step 7. Enter the password and click OK.

Password Entry Dialog |

Fleaze enter the paszword or the pin for
Comrmunicator Certificate DB,

] Cancel

9. Netscape will prompt you for another password to protect the certificate being
exported. This can be same or different from the Communicator Certificate DB
password. This password isimportant. If you need to restore your certificate or
move it to adifferent computer, you will need this password. Enter apassword and
click OK.

Pazsword Entry Dialog I

Enter pazsword to pratect data being exported:

] Cancel




10. You will be prompted to Re-enter the password as a confirmation. Repeat the
password you entered in the previous step and click OK.

Pazsword Entry Dialog I

Re-enter the pazsword ta confirm it;

] Cancel

11. The File Nameto Export screen will be displayed. Select the disk drive and enter
file name you want to export the certificate into. Click the Save button.

File Mame to Export

Save in; i =3 3% Floppy [A:] _‘_’i _I;F;J aca- 7EE
ﬂ web.pl2

File name: iwehcertificate Save
Save as bype: iF'KI:S1 2 Files [*.p12) _:_j Cancel

13. Thefollowing confirmation screen will appear.

Metzcape |

& rowr certificates have been successfully exported.




14. View User Certificate (Step 1 of 4). Click the Security button on the browsers
toolbar.

Retrieving cortificates for your Web browser
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15. View User Certificate (Step 2 of 4). Click the Yourslink from the left side menu.

¥ Netscape

Security Info

Passwords
Navigator

Java/JavaScript
Certlﬁcates

Web Sites
Sigters

Cryptographic
Modules

Encryption

This page was not encrypted. Thiz means it was possible for other
people to view this page when it was loaded. It also means that you
cannot check the identity of the web site. For complete detatls on all the
files on this page, click Open Page info.

Open Page Info i
Click Here

Verification

* Nlake sure that this 15 the site you think 15, This page comes from
the site: 199130206 87

DKi Canceli Helpi

Security Info
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16. View User Certificate (Step 3 of 4). Choose the certificate from the USDA National
Finance Center and click View.

Your Certificates
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Passwords ?nd to vgeb sttes. Commumeator uses your ceﬁcates to decrypt. .
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Navigator that 1zsued therm.
Java/JavaScript
These are your certificates:
Certificates v
Cheryl Galland's USDA - Mational Finance Center ID =] e
Yours ‘Chery| Galland's USDA - Mational Finance Center D #2 ................................_.
Web Sites ey
Signers Delete |
Cryptographic Export
Modules

[
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17. View User Certificate (Step 4 of 4). Your certificate will be displayed. Verify your
payroll office number is correct.

¥ View A Personal Certificate - Netscape

This Certificate belongs to: This Certificate was issued by:
Cheryl Galland USDA - Mational Finance Center
12400001 Us
Diata Subrmission
TSR
Web-Clients
LISDA, - Mational Finance Center
S

Serial Number:

This Certificate is valid from Wed Jan 24, 2001 to Fri Jan 24, 2003

Certificate Fingerprint:

Ok i
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